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ﬁ New Inbound Rule Wizard

Rule Type
Select the type of firewall nule to create.

Steps:
@ Rule Type What type of rule would you like to create?

@ Protocol and Ports

@ Action ©) Program
@ Frcfle Rule that controls connections for a program
@ MName @ Port

Rule that controls connections for a TCP or UDP port

2 N

Does this rule apply to all local ports or specific local ports?

1 Al local ports

@ Specific local ports: 2080, 8081|

BEample: 80, 443, 5000-5010

% 2"! &
% 2"! 2 7 & 8
% 2"! 7 8 29

? 2 !

= # 2
& 7 C)C)8 5
,CO07 456 8
$ #

%




|
"&
&
21 & 2
1
4 (
4 &
% 2% 7
F &

= #
2

.."ERIDEIM

Access DONE RIGHT
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File Action Yiew Help

™ Windows Firewall with Advanced Security

L A= = EN 7 1

B3 Inbound Rules
&Y Outbound Rules

i Windows Firewall with Advanced S BT R

Profile:
:'l. Conneckion Security Rules I:.QIHTTP Domain es
.., Monitaring '.Q'Open Paort 3339 for Ericom AccessServer all Wes
'ZQ'Open Port 5080 for Ericom AccessServer All Ves

3 # &

Mame

Background processes (1
[=%] COM Surrogate

4 [0 Ericom Access Server (32

1)

bit)
£, Ericom Access Server
[N i I 1i (¥ [
$
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36 = & # & "
Access Server service state:  Running
Access Server status: Active
Number of sessions: 1]
Started at 09/23/13 08:40:00
| Stop Server
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ﬁ Registry Editor
File Edit Miew Favorites Help
A{ LicenseServer Mame Type Diata
-l Client 28] (Default) REG.SZ  fwalue nat set)
: Em’"eierm . 28] Administration Port REG_SZ 5359
: ptDTWSir :;:” " ab) Listening Port REG ST 9909
: 3 2] Log Level REGSZ 4
$ ! # 0000 3
# 3 9 &

" Use DMS lookup

& Licensing server address: |192.168.1.723:9531

7
% 2 3 P
N
H 65
&
2 # 2
! # H2
&

A

J#

#
9 |
5
#
3
&
2
J
! 2

General || Licensing | Performance H Communication || Acceleration || Security H Logging H Advanced |

Information || Activation

AccessNow_VMwareView

Client type:

License Description: Blaze
License Status: Valid

License Type: Concurrent Users
Counting Mode Permanent

Expiration Date: Never Expires
Number of Licenses: 10
Used Licenses 0

button

Sernal Number:

[ ]

liyou have received a serial number from Ericom, please enter itinto the field below before clicking the "Email to Ericom”

Key o send lo Ericom:  [CJBBZM-797THY |

Email Key To Ericom

Key received from Ericom: |

license.

Copy the key received from Ericom Software into the form and click the "Activate License" button to activate the software
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| Communication H Acceleration || Security H Logging H Advanced

Server to Client communication

MNumber of sessions: 0
Average compressionratioo 69 %
Total data received from host 5 MB

Total data sentto client 1MB

Real-time cumulative performance informatien for all sessions since Blaze Server was started. Counters are reset when the Blaze Server
senvice is restarted. Display is automatically updated approximately once every 10 seconds.

456

= 7C)C)8#
! %
& 7 # (8

rdpdemo. ericom. com: 22|

%

Computer: rdpdemo., ericom.com: 22

456

& "
% A 7 G 8

General || Licensing || Performance | Communication | Acceleration || Security || Logging H Advanced |

Access Server port number:|5939 | ‘ Restore Default (3080) |

Changing this setting will take effect only after the Access Server senvice is restarted.

Specifies the TCPIIP port on which the Access Server service listens for incoming connections. Do not use a port number which is already
in use by some other service or application on the computer. f you do. Access Server service will not start.

Important: Access Server Clients automatically connect to port 8080 when using accelerated RDP. If a different port value is selected.
that value must be explicitly specified in the Clients' host address field

Changing this setting will tske effect only after the Access Server senvice is restarted
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General H Licensing H P H Comr H 1 H Security H Logging H Advanced

L Qverride clieni acceleration / quality sefiings
Acceleration [ Quality: v

Enable in order to ignore the performance | image quality seftings requested by the Ericom Access Server Clients. Instead, use the
specified performance / image quality setiings for all incoming accelerated connections.

Use dynamic compression

Dynamic compression improves percieved display quality by utilizing lower compression seffings for specific screen elements. Small but
important screen elements, such as window titlebars and the Start Menu, use a higher quality setting, which is computed dynamically
from the general image quality setting. Dynamic compression utilizes High quality when image quality is set to Low; and Best quality
when the image quality setting is higher than Low.

Changing this setting may take effect only after the Access Server senvice is restarted
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General H Licensing ” Performance H Communication H Acceleration ” Security “ Logging H Advanced

Ericom Access Server supports strong SSL encryption
Always ‘

Encrypt Access Server communication:

By default Ericom Access Server uses the same security settings as Microsoft RDP - if RDP is encrypted then Access Server will be
encrypted. If RDP is not encrypted then Access Server will not be encrypted either. Set to Always for Ericom Access Server to always
encrypt regardless of the RDP settings.

Data transmitted from the clients to the server. including user credentials. is always encrypted regardless of Access
Server and RDP securily settings._

For best performance and lowest load on the server set the ROP Security Level to Low (for 2003/XP also set the Security Layer to RDP
Security Layer). This setting can be changed using the RDS (TS) Session Host Configuration or using Local Computer | Group Policies.
After performing this change. modify setting above to Always if encryption is required.

SSL Certificate

Friendly Name:

SAN: DNS Nam=- I

Thumbprint |

Issued By: _ Issued To: _

Valid From: 2013/09/11 08:47:16 Valid To: 2014/09/1108:47:16
Change Certificate

To change the above certificate, enter a new certificate's thumbprint below [eg:_ ).

Certificate Thumbprint <Default> ‘ | Restore Default ‘

Note: this change will anly take effect after you click apply AND restart Access Server
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AccessNow
Server

AccessNow

Server © Use DNS lookup

@ Licensing server address: license.acme.com

AccessNow
Server

% (' ?>
Use DNS lookup
= #&
$ #
= & # 2
7%6 5" 8
;0
& 2 . 5" 1 4F
2 1 1 @2 ¢* +
9 | # 2 1 1 2 (
(8
$ 5"14F | #& 2
5" 1 1 ¢ +
9 | # 1 1 ( (
,8
$ 5" | #
7
8

Licensing server address‘

!
& %

& Licensing seweraddress:|192-153.1.1|
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File Associations

Selactthe file types you wantto be associated with Blaze

[JRDP  Remote Deskiop Connection
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Toingtall in this folder, click "Mext”. Ta install to a different folder, enter it below or click "Browsze'

Folder:

C:AProgram Files [#86])\Ericom Software\Ericam Blaze Clienth, Browse. .

Dizk. Cost...

Install Ericom Blaze Client 3.1.0 for yourself, or for anyone who uses this computer:

(®) Everyone

() Just me

% 2
7 A A 8
% 2 # %
0)
Yo , @
3 # %

Bl Ericom Software M Ericom Elaze Client @ Connect to Ericom's demo server using M3 RDP client

Eticom Blaze Server  » Q Connect ko Ericom's demo server using the Ericom Elaze client

,1 Ericom Blaze client

BEl Getting Started Guide

% 1 2
% ! %



‘ﬁ

.ERIEDM

Access DONE RIGHT

General

Ericom® Blaze

Remote Desktop Connection

Display Lacal Resources Programs Experience Advanced

Logon setkings

Enter the name of the remoke computer.

Computer: 192,165.1.123
User narme:

Password:

[] Ahways ask For credentisls

Ericom Elaze

%z

RDF Compression and Acceleration

Acceleration | Quality |Fastest | Fair Quality

Connection settings

E? Save the current connection settings ko an RDF file or open a saved connection.

Save Save fs..

Open. ..

#

456

$% & 7 8>

%

LJ

Ericom Blaze

3

Connection setkings

==

RDP Compression and Acceleration

Acceleration [ Quality | Very Fast [ Good Quality (Recommended)

Fastest | Fair Quality

Very Fast [ Good Quality (Recommended)
Fast | High Guality

Good | Wery High Guality

Moderake i Hiihest iiualiti
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Logon setkings

ﬂ@ Computer:

Enter the name of the remote computer,

my_wdi_deskkop

192.168,35.110

User name:
Password:

Saved credentiz

192,168.35,115
192,168.35.84
192,168,35,95
rdpderno.ericarn,com
rdpdemo.ericom. com: 23
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| General | Display | Local Resources Programs | Experience I Advanced

Display configuration

Choose the size of your remote desktop.
Drag the slider all the way to the right to use the full screen.

smal D Large
I

Full Screen
Choose monitors to use for the remote session.

Use my current monitor ™ D Smart resize

Display the connection bar when I use the full screen:
Yes i

Colors

Choose the color depth of the remote session.

[Highest Quality (32 bif) -

9 78
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Local disks

My Documents
Desktop

Drives

[C:] Local Disk

[=1 IMu] DATA

)

" > 1 1 456 1
8
#IDE1 1
% N IDE 8 3 IDE
1
$ 1
%

8

3rd party addins

P 3rd party addins
Met2Printer ROP Client32

ne8)s$

0

¢

‘ERICDM
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L

7
(1 1
7 1
# 1
#
1
!
&

Local devices and resources

2 || Clipboard
. |poar

[ Printers {native drivers)

Printers {universal driver)

|:| Use HP Universal P5 Printer Driver

Choose the devices and resources that you want to use in your remote session,

More devices...

3rd party addins. ..

$ 456 #
2 4
HW6 XJ
Cé Printers and Faxes L;]L_E‘l_]
File Edit ‘“ew Favorites Tools Help ﬂ"
_J Back \_J lﬁ /j) Search I‘L Folders v
address I':Q Prinkers and Faxes [‘d Go

|ﬂ§8rother MFC-6300 USE an us—contc 2] Efro. I
t.E‘J';g,HP LaserJet 4000 Setj i
;é PHASER. on INTRANEY [PS] {from us-supporkd)

[w]

Printer Tasks

add a printer

&5 Setup Faxing
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456 7 78
456 8

N
23 Print

General | Oplions

Select Printer

[Z] add Printer 23 PHASER. on
- TBrother MFC-6&00 USE on us-confpe [PS] (From us-suppork0};
g HP LaserJet 4000 Series PS on inkranet

(<] I | (2]

%7 6 @9, @ $*$+(6&

26: 66 A
= CHO*# 04
5 26
& 26: 65 # G
3 & 12 & 0 @
@ 9

Local devices and resources
Choose the devices and resources that you want to use in your remote session,

- Clipboard

[] Printers {native drivers)

More devices...

Printers (universal driver)

IUse HP Universal PS Printer Driver 3rd party addins...
] 7
8 & ?6; 6
= 456
"3 ?2; 66 = ()C#
OcaH =+ $
# ?6
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Redirect onky the default local prinker

‘9 > 9 >
= 2 #

#
$ 2 #

Set the default remoke printer

General Display Local Resources Programs Experience Advanced
Start a program
Start the Fallowing program on connection:

Program path and file name:

|n0tepad

Start in the Following Falder:

Enable session sharing
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Seamless Technalogy:
Prefer Microsoft Remotedpp -

ft Rematedpp
Always use Ericom Seamless

"3 = ' 4 &

: A6 !

General Display Local Resources Programs Experience Advanced

Performance

Choose your connection speed ko optimize performance

Low-speed broadband (256 Kbps - 2 Mbps) 7

Allow the following:

eskbop backgroundé
[] Font smoathing

D Desktop composition
[ show windaws cankent while dragging
[7] Menu and window animation

Wisual styles

Instant bitmap caching

Reconnect i the connection is dropped

% 2 !
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Logan settings
Enter the name of the remote computer,

HE\ Compuker: 10.20.4, 123|

lleer name:

;2 456
' 4 90
1 ) >
2
$ A6 !
@
G N 1 2
! & & 4 5
G $ ! # EE,
# YN #
! 4 & 4 5 &
G
& A G R
General Display Laocal Resources Programs Expetience Advanced
Connect using Ericom Secure Gateway
Enter host-name[:port] or IP-address[:port],
@ Secure Gateway: secure.ericom.com:4343| [
User name: Mot specified Edit...
[] Use Ericom Secure Gateway credentials For the remote computer
‘7 | @:
& ! 456
1
456
Connect using standalone AccessServer
@ Enter host-name[:part] or IP-address[:port]
AccessServer |access-gateway.test.Iocal| |
& # &
& 7 1 N
8
&
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A F #

END-USER
CONNECTS WITH

BLAZE CLIENT
-

\. VIRTUAL DESKTOP
o +BLAZE

ERICOM BLAZE

"

VMWARE VIEW PROVIDES
VIRTUAL DESKTOP
ASSIGNMENTS

VDI SERVER HOSTING
VM'S RUNNING
BLAZE SERVER

F F #

Switch to ViMware View mode

>F F

&
HEEEely



Ericom® Blaze
Remote Desktop Connection

VMware View Connection Server
Enter host-name[;port] or IP-address[;port].

Connection Server: 192,168.22.123
S5L: Use secure connection (S5L)

Auto Connect: [ Always connect to this server at startup
Connect to remote desktops using Ericom Secure Gateway
Enter host-name[:port] or IP-address[:port].

Secure Gateway: secgate.acme,com

Switch to Remote Desktop model [ Connect ] [ Exit

Ericom® Blaze

Remote Desktop Connection

Enter your user name and password.

User name: visitor

Password ITTYTTTTITIT]

Domain TEST

ISwitch to Remote Desktop model [ Login ] ’ Cancel

)

3 #
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Ericom® Blaze

Remote Deskiop Connection

»

m

ﬂ@ DemoWin7x54 ‘—

ng\ DemoWin7x86
ﬁ@ DemoWinxPxad

ﬂ@ DemoWinXPx36

Remote Desktop properties

[FuII Screen - l [ Advanced ...

Ericom Blaze

Enable Enhanced RDP Compression and

@ Acceleration

Acceleration / Quality

e
L 4

ERICOM

Access DONE RIGHT

['u'ery Fast / Good Quality (Recommended) -
% 2
2
"3 6% $6
F 6% $6
ol @
$ G 1 2 ! &
& 4 5 G
$ ! # EE,
# YN # !
$ ! # G
( ( R DD"
Connect to remote desktops using Ericom Secure Gateway
Enter host-name[:port] or IP-address[:port].
Secure Gateway: secgate.acme. com -
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Ericom® Blaze

Remote Desktop Connection

—| Ceneral Display Local Resources

Remote audio

Programs Experience

Gateway

!i Configure remote audio seftings.

Keyboard

Apply Windows key combinations: Keyboard locale

Only when using the full screer 5 |

Example ALT+TABE

Use system locale ‘l

[3 Using a PC Keyboard

2 # o=

2 # '
7% 4.8 2

2

7% 4.8 2

Ericom® Blaze

Remote Desktop Connection

~ Local disks

™ My Documents

S Desktop
S Media

(Grnee) (@06

el

?590 &
96

2# ]

2 %514

0
L 4
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L_‘/ | |Reverse mouse wheel scrolling
L

/0 ?

% ' !

&
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Ericom Blaze Client

ew Connection

“
(2

Recyde Bin

/
$ D

OA ©
B

Send CTRL+ALT+DEL
Send CTRL+Break
Send Windows key
Send Alt+F4
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Ericem Blaze Clignt - M

Choose Link Folder

Where would you like to create links?

) In your home Tolder

® Other | fusrbin_ [ cnoose.. |

0 Don't create links

1 %! 7 2 2 6
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Ericom® Blaze
Remaote Desktop Connection
~ Lox
MMy Dodamnents
¥ Coskicp
B fecia
Y
a
?590 &
96 2
? B
2 %514 3 #
2# ]
3 ! = #
&
(=] Pictures ALher i
B8 videos
= Desktop on administratar-I = Mediz on administrator-I = My Docs on administrator-I
\%ﬁ System Falder ‘Cy Systern Folder _? Systern Folder

il Cormputer

AP aTH
L Desktop on adminis

5 Media on administre

S My Docs on adminis
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General Display Local Resources Programs Experience Advanced
Remote audio
d Configure remote audio settings.
Settings...
Keyboard
Apply Windows key combinations: Keyboard locale
Only when using the full screen * | Use system locale -
Example ALT+TAB
Local devices and resources
. want to use in your remote session.
® Printers ¥ Clipboard
¥/ Use HP Universal PS Printer Driver
Daodiract nnby tho dofaolt Inecal nrintar
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+# 1

; & % 6 P
7!

@ - 1 » Control Panel v All Control Panel lterns » Programs and Features

File Edit Wiew Tools Help

Control Panel Home

View installed updates

off

&) Turn Windows features on or

Uninstall or change a program

Organize Uninstall

To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.

Change  Repair
Install a program from the -
network Harme Publisher
F@Encom Access Server Ericom Software
ﬂEr\cnm Blaze Client 3.0.0.0 Ericarm Software
2 @
4 ; &
¥ DEVICES blaze [ InstallScript.iap_xml
= Macintosh HD demo4.blaze [ installvaria...properties
E iDisk Ericom_Bla... Guide.pdf *. Uninstall Ericom Blaze
Uninstall_Ericom Blaze
» SHARED
¥ PLACES
Desktop
8% administrator

/- Applications

%
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e BLAZE SERVER
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USER

LOAD BALANCER
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